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CLOUDNORD

Du DevOps multi Cloud avec Kubernetes et Terraform

Pourquoi ce talk ?

Peut-on provisionner un cluster Kubernetes et y déployer
une application tout en restant agnostique de la
plateforme Cloud utilisee ?

75% des entreprises envisagent le multicloud a court
terme.

Mots clés :

Kubernetes, Terraform, Azure DevOps, Azure, AWS, GCP
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CLOUDNORD

Du DevOps multi Cloud avec Kubernetes et Terraform

D’abord il y eu les conteneurs :
Docker permet de créer et exécuter facilement nos conteneurs

Puis les orchestrateurs

K8s : réécriture open source de Borg
Compatible on premise et Cloud
Maintenu par Google, Microsoft, RedHat

Que permet de faire Kubernetes ?

Automatiser le déploiement et la réplication de conteneurs
Haute disponibilité

Loadbalancing

Détection de probleme

Définition d’un état attendu kubernetes
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CLOUDNORD

Du DevOps multi Cloud avec Kubernetes et Terraform
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CLOUDNORD

Du DevOps multi Cloud avec Kubernetes et Terraform

Offre managée des providers : A Azure

- Azure Kubernetes Services
- Amazon Elastic Kubernetes Services
- Google Kubernetes Engine aWS

. KUBERNETES \./‘7

I;HBERIJETESI\IHYWHERE Google Cloud Platform
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CLOUDNORD

Du DevOps multi Cloud avec Kubernetes et Terraform

Infrastructure As Code E

Azure DevOps
Any langage, any cloud, any platform
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Architecture

Avantages :
- Résilience
Azure Devops - Indépendance
Terraform || Terraform
EKS GKE
Azure AWS cop
~ D\ 4 )
Cluster EKS Cluster GKE
\ j \ A )
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Terraform

F GKE cluster

resource "google container_cluster
name = "gke"
location = var.region

woow

remove_default_node_pool = true
initial_node_count

|]
[

network = google_compute_network.vp
subnetwork = google_compute_subnetwork

master_auth {
username = var.gke_username
password = var.gke_password

client_certificate_config {
issue_client_certificate = false

resource "google_container_node_pool™ "p

name = "${google_container_clust
location = var.region
cluster = google_container_cluster.|

node_count = var.gke_num_nodes

prif
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# AKS cluster
resource "azurerm_kubernetes_cluster :
"${var.aks-c| =

name
location
resource_group_name
kubernetes_version
dns_prefix

tags

default_node_pool {
name
vm_size

enable_auto_scaling

node_count

availability_zones

type

network_profile {
network_plugin =

load_balancer_sku "standard"
}
service_principal {
client_id = "${var.aks-cluster-s

- m

"${azurerm_r
"${azurerm_r
"1.14.8"

“"${var.aks-c
"${local.tag|

"default"
"Standard_D2|
false

3

["1", "2", "
"VirtualMach]|
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# EKS cluster
module "eks" {

source

"terraform-aws-modules/
cluster_name = local.cluster_name

subnets = module.vpc.private_subn

# windows workaround

wait_for_cluster_interpreter

wait_for_cluster_cmd

tags = {

Environment = "training"

}

vpc_id = module.vpc.vpc_id

worker_groups = [

{

name
instance_type

additional_userdata
asg_desired_capacity
additional_security_group_ids

¥
{

name
instance_type

["sh.ex
"until
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Pipeline Azure DevOps

- task: TerraformTaskVlige

displayName: Terraform init - task: TerraformTaskVi@e
inputs: displayName: Terraform init
|provider: ‘azurerm'l inputs:
command: 'init’ | provider: "aws'|
workingDirectory: '$(Pipeline.Workspace)/CloudNord-AKS-$(Build.BuildNumber)/te command: ‘init’
backendServiceArm: 'AzureConnexion’ workingDirectory: '$(Pipeline.Workspace)/CloudNord-EKS-$(Build.BuildNumber)/terraform/aws'
backendAzureRmResourceGroupName: 'rg_azuredevops' backendServiceAWS: 'AWSConnexion'
backendAzureRmStorageAccountName: ‘cloudnordstorage’ backendAWSBucketName: 'terraformstorage’
backendAzureRmContainerName: ‘terraformstorage’ backendAWSKey: 'terraform.tfstate’
backendAzureRmKey: 'terraform.tfstate’

- task: TerraformTaskVi@e
displayName: Terraform plan
inputs:

| provider: "aws'|
command: 'plan’

- task: TerraformTaskVlige
displayName: Terraform plan
inputs:|

|provider: ‘azurerm1
command: ‘plan’

workingDirectory: '$(Pipeline.Workspace)/CloudNord-AKS-$(Build.BuildNumber)/te workingDirectory: '$(Pipeline.Workspace)/CloudNord-EKS-$(Build.BuildNumber)/terraform/aws'
commandOptions: '-input=false -var-file="variables.tfvars"' commandOptions: '-input=false'
|environmentServiceNameAzureRM: 'AzureConnexion‘l |enviPonmentSerViceNameANS: 'AWSConnexion1
- task: TerraformTaskVi@e - task: TerraformTaskV1@e

displayName: Terraform apply displayName: Terraform apply

inputs: inputs:
|provider: 'azurerm'| |prQVider: ‘aws'l
command: ‘apply’ command: 'apply’
workingDirectory: ‘$(Pipeline.Workspace)/CloudNord-AKS-$(Build.BuildNumber)/te workingDirectory: '$(Pipeline.Workspace)/CloudNord-EKS-$(Build.BuildNumber)/terraform/aws'
commandOptions: '-input=false -var-file="variables.tfvars"'

commandOptions: '-input=false'
environmentServiceNameAWS: 'AWSConnexion'l

|enviPonmentServiceNameAzureRM: 'AzureConnexion‘I
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Les services Connexion Azure DevOps

Project Settings < AzureConnexion Edit
TerraformAKS
Overview Usage history

General
B Overview Details
A Teams Service connection type Creator
& Permissions ‘ Azure Resource Manager Thomas RANNOU
using service principal authentication thomas.rannou@soprasteria.com
E Notifications Manage service connection roles

Manage Service Principal

# Service hooks

& AWSConnexion Edit

Overview Usage history

Details
Service connection type « GCPConnexion Edit
.H' AWS for Terraform
using basic authentication Overview Usage history

Details
Service connection type Creator
.E' GCP for Terraform Thomas RANNOU
using json web token based authentication thomas.rannou@soprasteria.com
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Configuration des clusters

Connexion au cluster EKS :

Connexion au cluster AKS :

az aks get-credentials --resource-group rg-aks --
name aksdemo

Connexion au cluster GKE :

gcloud container clusters get-credentials
gkedemo --region us-centrall --project fr-gcp-
gdto-trannou

PS C:\Usersitrannou\Desktop\Talk\CloudNord2828> kubectl apply
serviceaccount/deploy-robot created
secret/deploy-robot-secret created

role.rbac.authorization.k8s.io/deploy-robot-role created

rolebinding.rbac.authorization.k8s.1io0/global-rolebinding created
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I' roleAzDo.yaml X

Cl

> Users > trannou > Desktop > Talk > CloudNord2020 > ! roleAzDo.yaml
1 hinersion: vl
2 kind:ISerViceAccountI
3 metadata:
4 name: deploy-robot
5 automountServiceAccountToken: false
6 -
7 apiVersion: vl
8 kind:
9 metadata:
1e name: deploy-robot-secret
11 annotations:
12 kubernetes.io/service-account.name: deploy-robot
13 type: kubernetes.io/service-account-token
14 ---
15 kind: Role
16 apivVersion: rbac.authorization.k8s.io/v1
17 metadata:
18 name: deploy-robot-role
19 namespace: default
20 rules: # ## Customize these to meet your requirements ##
21 - apiGroups: ["apps"]
22 resources: ["deployments"]
23 verbs: ["get", "watch", "list", "create", "update", "delete","patch"]
24 - apiGroups: [""]
AroleAzDo.yaml SRR,
- "watch", "list", "create", "update", "delete","patch"]
", "list", "create", "update", "delete","patch"]
ecrets"]
", "list", "create", "update", "delete","patch"]

33
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Création des services connexion aux différents clusters

H H i i i Edit service connection
SEI"VICE connections Edit service connection X X
Authentication method Authentication method
(O KubeConfig O KubeConfig
V . | b |( ) @ Service Account @ Service Account
Filter Yy Keywol ds (O Azure Subscription O Azure Subscription
Server Url Server Url
Run kubectl config view --mi..[ in your local shell to get server url Run kubectl config view --mi..[ in your local shell to get server url
© AKSConnexion https://OD38EBA7DACT172412F72CT5FF1D2956.917.us-east-1.ek: https://aksdemo-dns-062b00f5.hcp.eastus.azmk8s.io:443
‘r a
* dockerhubconnexion Authorization Authorization
" Secret Secret
€ EKSConnexion _ _ _ _
Run following sequential commands to get the secret value: Run following sequential commands to get the secret value:
1. Get service account secret names by kubectl get serviceAccou. i 1. Get service account secret names by kubectl get serviceAccou.. 0
running running
@ GKECﬂ-n nE}ﬂQn 2. Use the output in kubectl get secret <serv..D) 2. Use the output in kubectl get secret <serv..[D)
Details Details

ku beCtI get Secret deploy- Service connection name Service connection name
robot-secret -0 json EKSConnexion AKSConnexion
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Fichier yaml de déploiements Kubernetes

I' deploymentyml X == I serviceyml X

Isers > trannou > Desktop > Talk > CloudNord2020 > Application > manifests > I deployment C: > Users > trannou > Desktop > Talk > CloudNord2020 >

1
2

W e~ ;o W

18
11
12
13 |
14
15
16
17
18
19
20
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apiVersion: apps/vil Eﬁif 1 apiVersion: v1
kind: Deployment L 2 kind: Service
metadata: 3 metadata:
name: cloudnord-deployment 4| name: "service-cloudnord"
spec: 5 spec:
selector: 6 selector:
matchLabels: 7 app: helloworld
app: cloudnord 8 type: LoadBalancer
replicas: 5 9 ports:
template: 10 - protocol: TCP
metadata: 11 port: 8@
labels: 12 targetPort: 86
app: cloudnord
spec:
containers:

- name: cloudnord
image: thomasrannou/netcoreapp:#{tagl#
imagePullPolicy: Always
ports:
- containerPort: 86
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CLOUDNORD

Du DevOps multi Cloud avec Kubernetes et Terraform

Peut-on provisionner un cluster Kubernetes et y déployer une
application tout en restant agnostique de la plateforme Cloud utilisée ?

y= - 7 .
Ce qu’il faut retenir = Partie commune

= Le pipeline de déploiement du Terraform
= Mon application et son Dockerfile
= Pipeline de déploiement applicatif

1) L’adhérence

» Forte au niveau de l'infrastructure.

= Mais trés peu pour le pipeline d’automatisation.
= Quasiment nulle pour le deploy grace a k8s 2) Code everything
Partie spécifique

. = On code son application
» Le script Terraform Pp

= On code son infrastructure
= On code son intégration /
déploiement continu
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Du DevOps multi Cloud avec Kubernetes et
Terraform

Thomas Rannou

MerCi | thomasrannou.azurewebsites.net
. @thomas_rannou
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